NPS Need to Know Newsletter Acquisition Research Program, 2020-09-11 by Johnson, Michelle & Asch, Larry
Calhoun: The NPS Institutional Archive
DSpace Repository
Acquisition Research Program Acquisition Research Program Need to Know Newsletter
2020-09-11
NPS Need to Know Newsletter Acquisition
Research Program, 2020-09-11
Johnson, Michelle; Asch, Larry
Monterey, California. Naval Postgraduate School
http://hdl.handle.net/10945/66788
This publication is a work of the U.S. Government as defined in Title 17, United
States Code, Section 101. Copyright protection is not available for this work in the
United States.
Downloaded from NPS Archive: Calhoun
Dear ARP friends, 
Congress is back in session, but defense legislation is on hold for now. We’re looking at a 
continuing resolution until at least October, and the NDAA won’t be passed until after election 
day. DOD issued more new policy – the latest is the revised DODD 5000.01, which we gloss for 
you in our latest blog post. Larry Asch shares his thoughts on debriefings and protests, with the 
JEDI contract fresh in mind. And it’s the 19th anniversary of 9/11. The USS Constitution will fire 
gun salutes for each airplane lost, streamed live at 0830 on the @usnavy Facebook page, for 
those looking to take a few minutes out of their day. 
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ARP Research: Symposium Spotlight 
 
Panel #22: Acquisition Dimensions of Cybersecurity 
Cybersecurity Acquisition Framework Based on Risk Management: Economics 
Perspective 
Goksel Kucukkaya, Omer Keskin, Omer Poyraz, C. Ariel Pinto, Abdulrahman Alfaqiri (Old 
Dominion University), Ali Can Kucukozyigit (Arizona State University), Unal Tatar (SUNY 
Albany)  
• Micro-abstract: Analyzing the attack surface of a system or an enterprise in 
cyberspace, prioritizing assets according to their business values, and quantifying 
cybersecurity risk in monetary values would help to make better decisions while 
choosing a risk management strategy.  Read the paper.     
Cloud Increases the Role of Acquisition in Cybersecurity 
Charles Wallen, Carol Woody, John Klein, Christopher Alberts (Software Engineering Institute) 
• Micro-abstract: Major decisions that impact the availability, testability, and auditability of 
systems are established in the contracting phase with the cloud provider. While it may 
be easy to confirm that operational and cost objectives are being met, commercial cloud 
environments require new ways of confirming that cybersecurity risks are being 
managed.  Read the paper.  
Acquisition Data Analytics for Supply Chain Cybersecurity 
Randy Maule (Naval Postgraduate School) 
• Micro-abstract: This paper presents a process for supply chain data analytics for 
acquisition decision-makers, addressing data collection, assessment, and reporting.  
Read the paper.  
See more research in the full Proceedings of the 17th Annual Acquisition Research 
Symposium. 
 
This Week’s Top Story  
 
Defense Acquisition System Directive Goes Into Effect 
U.S. Department of Defense  
On Sep. 8, 2020, Deputy Secretary of Defense David L. Norquist signed into effect DoD 
Directive 5000.01, The Defense Acquisition System. In support of the National Defense 
Strategy, the Defense Acquisition System develops a more lethal force based on U.S. 
technological innovation and a culture of performance that yields a decisive and sustained U.S. 
military advantage. 
DoDD 5000.01 is the overarching directive that describes the principles governing the 
acquisition process and emphasizes six main tenets of acquisition implemented via the Adaptive 
Acquisition Framework. Representing one of the most transformational changes to acquisition 
policy in decades, the DoDD 5000.01 re-write was part of a comprehensive redesign of the DoD 
5000 Series acquisition policies, which were streamlined and modernized to empower program 
managers, facilitate flexibility and enhance our ability to deliver capability at the speed of 
relevance. 
 
ARP and NPS News 
Can a New Directive Move the Defense Acquisition System into the 21st Century? 
Michelle Johnson, ARP Blog 
AI To Fly In Dogfight Tests By 2024: SecDef 
Sydney J. Freedberg Jr., Breaking Defense 
Coverage of the Secretary’s comments on AI include this acknowledgement of NPS efforts:  
“The JAIC, working with the Defense Acquisition University and the Naval Postgraduate School, 
will launch an intensive six-week pilot course next month to train over 80 defense acquisition 
professionals of all ranks and grades…. With the support of Congress, the department plans to 
request additional funding for the Services to grow this effort over time.” 
 
Acquisition and Innovation 
 
Navy Awards Study Contracts On Large Unmanned Ship – As Congress Watches Closely 
Paul McLeary, Breaking Defense  
Northrop wins US Air Force’s contest for next-gen ICBMs 
Valerie Insinna, Defense News  
DISA releases draft solicitation for $11.7 billion IT contract 
Andrew Eversden, C4ISRNET 
Navy Announcing $10 Million in New Small Business Funding Opportunities 
Warren Duffie, Office of Naval Research 
‘Smart’ Bullet Downs Cruise Missile in 2nd ABMS Test 
Brian W. Everstine, Air Force Magazine 
Policy issues, supply chain throwing wrench in federal year-end spending 
Tom Temin, Federal News Network  
Pentagon Acquisition Chief Hints Section 889 Supply Chain Waiver May Be Extended 
Mila Jasper, Nextgov 
Interim rule sets process to exclude, remove risky technology from supply chain 
Jason Miller, Federal News Network  
 
Events  
2020 Virtual Air, Space & Cyber Conference 
United States Air Force Association 
September 14-16, 2020 
The Next 5 Years of Defense Innovation with VCJCS, Gen John Hyten 
Defense Innovation Unit  
Sep 21, 2020  |  12:00 p.m. PT 
Program Executive Officer, Unmanned Aviation & Strike Weapons (PEO(U&W)) Virtual 
Industry Day – 2020 
Sep 29-30, 2020  |  10:00 a.m. -3:00 p.m. ET 
DoD Small Business Innovation Research (SBIR) / Small Business Technology Transfer 
(STTR) Virtual Symposium 
DoD Small Business and Technology Partnerships 
October 7, 2020 
 
Read the full newsletter online: https://nps.edu/web/acqnresearch/newsletter 
 
Research 
Defense Science and Technology: Opportunities to Better Integrate Industry Independent 
Research and Development into DOD Planning 
U.S. Government Accountability Office  
Congressional Brain Drain: Legislative Capacity in the 21st Century 
Alexander C. Furnas and Timothy M. LaPira, New America  
Federalism: Opportunities Exist to Improve Coordination and Consultation with State and 
Local Governments 
U. S. Government Accountability Office  
Information Technology: Key Attributes of Essential Federal Mission-Critical 
Acquisitions 
U. S. Government Accountability Office  
 
COVID-19 and Contracting 
COVID-19 NEWS: Defense Contractors Will Have to Wait Months for Reimbursements 
Jon Harper, National Defense  
VA open to alternatives to Palantir for coronavirus tracking 
Dave Nyczepir, Fedscoop 
 
Defense and Federal Government 
DOD’s forthcoming data strategy focused on joint warfighting approach 
Jackson Barnett, Fedscoop 
White House issues new cybersecurity policy for space systems 
Nathan Strout, C4ISRNET 
U.S. Military Is Offered New Bases in the Pacific 
Gordon Lubold, The Wall Street Journal 
Semiconductors and Modern Defense Spending 
James Andrew Lewis, Center for Strategic & International Studies  
Secretary of Defense Remarks for DOD Artificial Intelligence Symposium and Exposition 
U.S. Department of Defense  
Navy Developing Unmanned Systems Network Key to New Campaign Plan 
Mallory Shelbourne, USNI News  
US Army launching new PNT Modernization Office and Open Innovation Lab 
Nathan Strout, C4SIRNET 
US Navy’s long-delayed plan for its future force is nearing the finish line … sort of 
David B. Larter, Defense News 
 
Education 
To Succeed in Its Cybersecurity Mission, the Defense Department Must Partner With 
Academia (For Real) 
Monica M. Ruiz, Jacquelyn G. Schneider, Eli Sugarman  |  Lawfare  
 
Policy 
DoD Directive 5000.01: The Defense Acquisition System 
U. S. Department of Defense 
Space Policy Directive-5: Cybersecurity Principles for Space Systems  
National Space Council  
DoD Directive 3610.01: Electromagnetic Spectrum Enterprise Policy 
U. S. Department of Defense 
 
Congress 
GOP’s ‘targeted’ stimulus doesn’t include defense dollars 
Joe Gould, Defense News  
Budget dysfunction threatens delays to US Navy’s Columbia program 
David B. Larter and Joe Gould  
White House asks for flexibility in Space Force funding in stopgap spending measure 
Rebecca Kheel, The Hill 
Mnuchin, Pelosi reach informal deal to avoid government shutdown 
Scott Wong, The Hill 
Don't expect finished defense bill soon, Thornberry says 
Lauren C. Williams, FCW 
 
Section 809 Panel in the News 
Sheryl Hanchar, Charlie Williams Join CMMC-AB Board; Ty Scheiber Quoted 
GovCon Wire 
Congratulations to Charlie Williams, former commissioner at the Section 809 Panel, for his 
appointment to the board of the Cybersecurity Maturity Model Certification Accreditation Body.  
 
Acquisition Tips and Tools, with Larry Asch 
Debriefings and Protests  
In my first big debrief as a Contracting Officer, I went to our seasoned lawyer (Tom Carroll) and 
said, “how do we make the unsuccessful offeror feel good?” He said, “Give them the award! But 
since you can’t do that, remember the unsuccessful offeror is deeply disappointed and the 
purpose of the debriefing is to instill in the unsuccessful offeror greater confidence that the 
acquisition process was executed fairly, thoroughly, and in accordance with the rules.”  
Tom, our program’s attorney, advised the team that the success of the acquisition and the 
mitigation of protests is a direct result of the entire process being as transparent as possible. 
This can be accomplished by taking such steps as keeping industry advised of schedule, 
incrementally sharing draft documents, producing quality documents, thoroughly answering 
industry’s questions, and conducting all interchanges prior to award. These processes will build 
a foundation of trust and common understanding between industry and the government. 
Thoughtful management of the entire acquisition process combined with a comprehensive oral 
debrief can reduce misunderstandings and mitigate protests. 
His last bit of advice was that you as the contracting officer are in charge! Whenever possible, 
do debriefs orally, provide as much information as practicable to explain the rationale for 
contract award, how proposals were evaluated in accordance with the solicitation, and the good 
and bad aspects of the offeror’s proposal so they can prepare better proposals in the future. 
Use your experts in the debriefing, prepare and hold a dry run, and set out ground rules for 
conduct of the debrief. The order of precedence for conduct of debriefings was oral face-to-face, 
telephonic, and last written only.   
The Section 809 Panel Recommendation #69 has recommended the transparency discussed 
above and the importance of effective debriefings:  
Recommendation #69: Provide as part of a debriefing, in all procurements where a debriefing is 
required, a redacted source selection decision document and the technical evaluation of the 
vendor receiving the debriefing.  
Excerpt below: 
“Despite the Office of Management and Budget’s (OMB’s) Myth-busting 3 memo, which explains 
how meaningful debriefings can mitigate the risk of protest, many DoD contracting agencies do 
not consider debriefings as a means of avoiding protests. This perception results in debriefings 
that many industry and private bar stakeholders described as adversarial, incomplete, and 
insufficient for informing unsuccessful offerors of the government’s rationale for making an 
award. The presumption across much of DoD appears to be that the more information that is 
provided at a debriefing, the more likely a disappointed offeror will use the information to file a 
protest.” 
I think anyone who read the DoD IG Report on the Joint Enterprise Defense Infrastructure 
(JEDI) Cloud Procurement was surprised that an oral face to face debriefing was not done. It is 
fantastic reading and I would guess this time around (Corrective action award made 4 
September) things may be different. A quick search with Ctrl+F for “debrief” gives 148 hits. It is 
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